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About This Documentation

Current software version: G-SIM Web API 3.0.

The latest features and changes of the current software version are listed in the
Release Notes.

i Note that the illustrations in this documentation may not match
those of your software version.



Legal Notice

This documentation may not be copied, translated or converted to a machine-
readable form, whether in whole or in part, without prior permission.

GEUTEBRUCK CmbH cannot guarantee the correctness of any information
provided in this documentation, nor for the software or the information it con-
tains. Any suggested guarantee, assurance of marketable quality or suitability for a
specific purpose of the documentation, the software or other information is
hereby explicitly rejected.

Under no circumstances is GEUTEBRUCK GmbH liable for direct or indirect sub-
sequent damage or for special subsequent damage resulting from or in asso-
ciation with this documentation, regardless of whether this arises as a result of
illegitimate action, of a contract, or for other reasons in association with this doc-
umentation, the software or of the information contained or used within it.

GEUTEBRUCK GmbH retains the right to change this documentation or the
information contained within it at any time without warning. The software
described in it is subject to the conditions of a special license contract.

© 2025 GEUTEBRUCK GmbH. All rights reserved world wide.



Installation

Install the G-SIM Web API using the G-SIM installer on the G-SIM server or a sep-
arate server.

i Requirement:
G-SIM 12 or newer is required to install the G-SIM Web API.

The use of a G-SIM cluster or the global function is not supported by
the G-SIM Web API.

How to install the G-SIM Web API:

1 Runthe G-SIM Installer xxx.exe file onthe G-SIM server or a separate
server.

2. In the License Agreement dialog window, select the option | accept the
agreement and click Next.

3z In the Select Destination Location dialog window, select the installation
folder.

4. Inthe Select Components dialog window, select G-SIM Web API.



Sy Setup - G-5IM

Select Components
Which components should be installed?

Select the components you w
install. Clidk Mext when you are ready to continue,

Custom installation

Management Console Files
SAML Authentication
Health Agent Files

Current selection requires at least 3.42 GB of disk space.

5 In the Ready to Install dialog window, click Install.

6. When the installation is completed, click Finish.

The G-SIM Web API is installed.

328.0 MB
114.1 MB
286.6 MB
1 MB
23.8 MB




Enable Use of Web API

To use the G-SIM Web API, add a G-SIM Web API User in G-SIM and, if necessary,
change the G-SIM server |IP address in the appsettings. json file of the Web API.

Add G-SIM Web API User:

In G-SIM, add a user for accessing the G-SIM Web APl and enable the user priv-
ilege Allow Connection to G-SIM Web API for this user. This privilege allows the
user to connect to the G-SIM Web API via the authentication endpoint. If this priv-
ilege is enabled for a user, all other privileges are disabled and the user cannot log
in to the Management Console and make changes.

G-SIM Server B Undo ¥ Save Discard Help Administratory — 0 X

Connection *Clone +Add - Delete Settings Privileges
Administrator [sysadmin]
» Client setup
Default for User group v Selectall Clearall

= Server setup ) - ) - -. Create Cut Lists

Delete Cut Lists of other users
v Users and security

Export Cut Lists

User Groups v Defaull Privileges Select all

Users . e Override Default Privileges

. ¥ General / Control Selectall Clear all
Privilege Group

Allow change password

User Group Priority . Allow Connection ta G-SIM Web AP|

Sites & Site G Allow flexible usage of CpCon windows
ites e Lroups

Allow the use of Custom Buttons

NVR & Cameras

May request and use data from remote Global servers

Alarms Show Global Servers status page

— Show the Customize menu
Site maps Web AP User [Web API User]
¥ Guard Tours Select all

Viewer template Edit Public Guard Tours

Edit/View Private Guard Tours
Tools

Change Server |IP Address:

If the G-SIM Web API is installed on a server other than the G-SIM server, you must
specify the IP address of the G-SIM server in the appsettings.json file. You can
find this file in the installation directory C:\Program Files\Geutebrueck\G-
SIM Web API.Change the Server setting and restart the G-SIM Web API service
after saving your changes.



Mj appsettings.json - Notepad — O
File Edit Format View Help

i

"Logging™: {
"LoglLevel™: {
"Default”: "Information”,
"Microsoft.AspletCore™: "Warning”
h
T

"Server": "127.8.8.1",
"Schema": "https",
"Port": 7928,
"IpRatelimiting”: 108,
"AllowedHosts": "=",
"HttpsDefault": {

"UseHsts": "true",

"UseHttpsRedirection”: "true"”,

"UseConfiguredCertificates™: "ForceUsage”, // "NotInDev" , "DontlUse"
"UseCertificateAuthentication”: "DontlUse”,

"UseHttpClientToServerAuthentication™: "DontUse™,

"UseValidateCorrectServerSslCert”: "DontUse™ // If enabled checks server ssl certificate

¥s

Ln1, Col1 100%  Windows (CRLF) UTF-8




Connection with G-Connect

With the G-SIM Web API, you can use third-party map objects connected to G-Con-
nect in G-SIM. You can add and configure the map objects in the Management
Console and map them to objects on the third-party site. This allows you to dis-
play and use map objects such as doors, windows, gates, and similar in the Oper-
ator Console. You can display and control current statuses such as access alarms,
opening and closing processes, and similar via the respective context menu in the
Operator Console (for further information, see G-SIM documentation).

i Requirements:
- G-Connect 6.0.0 or newer
- NuGet package Microsoft.AspNetCore.SignalR.Client

How to connect the G-SIM Web API with G-Connect:

To use third-party map objects connected to G-Connect in G-SIM, connect G-Con-
nect to the G-SIM Web APl WebSocket (SignalR hub).

1. Install G-Connect.

2 In the G-Connect configuration file GSIMApi ClientConfig.xml, specify the
connection data of the G-SIM Web API.

|=l GsIMApi_ClientConfig.xml r:i]
1 <?xml version="1.0" encoding="UTF-8"2>
E:ZREST API ClientConfig xmln si="http://www.w3.0org/2001/XMLSchema-instance" xsi:noNamespaceSchemalocation="GSIM RESTAPIClient.xsd">
<!—-— Name or IP ad ss of the server -->
<M== <ServerIP>185.124.48.1
<ServerlP>192.168.145.1
<!-— Port of the server. L

/ServerIFr--»
erverIP>

case the default port 0 shall be used, this element maybe deleted ——>
<ServerPort>7193</ServerPort>

<!-— For basic authentication a username must be added here. If no authentication is needed, this element maybe left blank or
deleted —->
<ServerUser>gconnect</ServerUser>

11 <!-— If needed the password must be encrypted. Use the AesPasswo

rypter.exe tool. If not needed, this slement maybe lsft

blank or deleted -
<ServerPassword ypted="false">111111111111</ServerPassword
«!-— Set to true if SSL encrypted transport shall be used. Default value is false. If no SSL encrypted transport is needed, the
element maybe deleted --—>
<UseSSL>true</UseS5L0>
<ValidateSSLCertificate IsEnabled="true">
<ValidateRemoteCertificateNameMismatch>false</ValidateRemoteCertificateNameMismatch>
<ValidateThumbprint abled="true">6073cc364b65c564624b7166550193ed21b4a3cl</ValidateThunbprine>
<ValidateIssuer IsFEr led="true">CN=GSIM.Web.API, C=Germany, S=Rhineland-Palatinate, O=Geutebrueck Gmbh, OU=Technology,
STREET=Im Nassen 7-9, SN=1.0</ValidateIssuer>
</ValidateSSLCertificate>

eXtensible Markup Language file length: 2,687 lines: 45 Ln:45 Col:1 Pos:2.688 Unix (LF) UTF-8 INS

Value Description

<ServerlP> Enter the IP address of the G-SIM Web API server.



Value Description

<ServerPort> Enter the port of the G-SIM Web API server.

<ServerUser> Enter the login name of the G-SIM Web API user (see
Add G-SIM Web API User:).

i The user privilege Allow Connection to G-
SIM Web API must be enabled for this
user.

<ServerPassword> Enter the password of the G-SIM Web API user.

3. Save your changes.

An access token is created, which is used to call the G-SIM Web APl endpoints
(see G-Connect Endpoints). If no connection could be established and no access
token could be created, an error message will be displayed. You can also check
your connection via the authentication in Swagger (see Authentication in Swag-
ger).



G-Connect Endpoints

G-SIM Web API endpoints for the connection with of G-Connect.

i Open Swagger:
You can open the Swagger web interface via the URL https://loc-
alhost or host-ip:7193/swagger/index.html. The host IP is the
IP address of the G-SIM Web API server.

[/api/V1/Auth/token

o /api/vl/Auth/token ~ B

No parameters

Request body applicationfjson-patch+json v I

Example Value = Schema

Responses

Code Description Links

200 Mo links
Success

Example:

{
"server":"127.0.0.1",

"login": "Web API User",
"password": "API123"

}

[/api/V1/g-sim/systems



POST Japi/vl/g-sim/systems Fa ﬂ

| Parmeas |

No parameters

‘ Reqguest body applicationfjson-patch+json v I ‘

Example Value Schema

{
"server™: "string",
"systems": {

}
}

Responses

Code Description Links

200 Mo links
Success

Example:

public class SystemsDto
{

public string? Server { get; set; }

public Dictionary<Guid, string> Systems { get; set; }

[api/V1/g-sim/types



POST fapi/vl/g-sim/types ~~ ﬂ

No parameters

Request body applicationfjson-patch+json v I

Example Value =Schema

"server": "string",
"3faB5F64-5717-4562-b3fc-2c963F66afab™,

"additionalPropl™: "
"additionalProp2": "
"additionalProp3": "string"

"-supportedS‘ta‘tes" -
"additionalPropl™:
"string”

1

>
"additionalProp2":

"string”
1.
"additionalProp3":

"string"

1
1
"typeToStatusMap™: |

"additionalPropl"

"additionalProp2"

"additionalProp3": "

}

}

Responses
Code Description Links
200 No links

Success

Example:

public class LenelTypesDto
{

public int TotalItems { get; set; }
public Dictionary<string, string> Types { get; set; }

public Dictionary<string, List<string>> SupportedStates {
get; set; }

public Dictionary<string, string> TypeToStatusMap { get;
set; }



public Guid SystemID { get; set; }

public string? Server { get; set; }

[api/V1/g-sim/types-description

POST Japi/vl/g-sim/types-description N a

No parameters

Request body application/json-patch+json I

Example Value Schema

{
"server": "string”,
"IfaB5Te4-5717-4562-b3fc-2c963T6batab™,

"name”: "string",
"inputParameters™:

"predefinedParameters™: "string™
1

s
"outParameters": [

"string”,
"predefinedParameters™: "string™

"predefinedParameters™: “string”
1
¥

Responses
Code Description Links
200 No links

Success



Example:
public class LenelTypeDescriptionDto
{
public List<Method> Methods { get; set; }
public List<Parameter> Properties { get; set; }

public string TypeName { get; set; }

public Dictionary<string, List<PredefinedParameter>> Pre-
definedParameters { get; set; }

public Guid SystemID { get; set; }

public string? Server { get; set; }

/api/V1/g-sim/objects



A B

|

Japi/vl/g-sim/objects

Parameters

No parameters

Request body

application/json-patch+json I ‘

Example Value Schema

ing",
faB5f64-5717-4562-b3fc-2c963F66afab™,

"totalObjects":
"itemList": [
{

"additionalPropl™:
"additionalProp:
"additionalProp:
"additionalProp:

s

"additionalProp2™
"additionalProp:
"additionalProp:
"additionalProp3":

s

"additionalProp3"
"additionalProp:
"additionalProp:
"additionalProp3":

¥

}

":typePlaIe" : "string”

Responses
Code Description Links
200 No links
Success
Example:
public class LenellInstanceDto
{
public List<Dictionary<string, Dictionary<string, string>>>
ItemList { get; set; }
public string TypeName { get; set; }
public int PageNumber { get; set; }

public

int PageSize { get; set; }



public int TotalPages { get; set; }
public int TotalObjects { get; set; }
public Guid SystemID { get; set; }

public string? Server { get; set; }

[/api/V1/g-sim/instances/change-status

POST fapi/vl/g-sim/instances/change-status s 3

| paramotrs |

NO parameters

‘ Request body application/json-patch+json I ‘

Example Value Schema

"parameters”: {

"additionalPropl"
"additionalProp2":

Responses

Code Description Links

200 No links
Success

Example:

public class ChangeStatusDto

{
public string Status { get; set; }



public Dictionary<string, string> Parameters { get; set; }
public Guid SystemID { get; set; }

public string? Server { get; set; }

[/api/V1/g-sim/messages

POST Japi/vl/g-sim/messages Fa ﬂ

| parmees |

No parameters

‘ Request body application/json-patch+json I ‘

Example Value Schema

"server™: "string”,
"systemID™: "3faB5f64-5717-4562-b3fc-2c963f66afat™,

"message”: "string”,
"messageType™: “string”

Responses

Code Description Links

200 No links
Success

Example:
public class MessageModelDto

{
public string Message { get; set; }
public string MessageType { get; set;
public Guid SystemID { get; set; }

public string? Server { get; set; }



G-CONNECT ENDPOINTS
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Authentication in Swagger

Use the authentication endpoint fapiN/Auth/token in Swagger, to authenticate
with the G-SIM server and check your connection data.

1.

2.

Open Swagger:

You can open the Swagger web interface via the URL https://loc-
alhost or host-ip:7193/swagger/index.html. The host IP is the
IP address of the G-SIM Web API server.

Open the endpoint fapi/MI/Auth/token and click Try it out.

ki) | /apifvi/Auth/token ~ B

No parameters

Request body application/json-patch+json l

Example Value | Schema

{

"server”™: "string”,

"login": "string",
"password™: "string”

Responses
Code Description Links
200 Mo links

Success

In the Request body, specify the connection data of the G-SIM Web API.

Value Description

server If the G-SIM Web API is installed on a server other than the
G-SIM server, enter the |IP address of the G-SIM Web API
server.

If the G-SIM Web API is installed on the same server as the G-
SIM server, this setting is optional. If the value is null, loc-



Value Description

alhost is used.
login Enter the login name of the G-SIM Web API user.

i The user privilege Allow Connection to G-
SIM Web API must be enabled for this user.

password Enter the password of the G-SIM Web API user.

Example:

{
"server":"127.0.0.1",

"login": "Web API User",
"password": "API123"

}

3z Click Execute.

If you execute the request and the call is successful, your access token will be dis-
played in the response body. This token is a mandatory parameter for every Web
API call of the endpoints in order to identify the G-SIM server authentication. If you
want to call the endpoints via Swagger, you must authorize yourself in Swagger
with this access token.

Example:

{

"access_token": "AQAAANCMnd8BFdERjHOAwE Cl-sBAAAAock-
gFKrZaEGpVCukB5pglgAAAAACAAAAAAAQZAAAAEAACAAAABBVKXQagH5y1tFrFjgjhsS _
yV1Sv4-Ee4U8yGZzk8FANAAAAAAOgAAAAATIAACAAAAB2FAKGFmVegC6R7_
UWKa2ReLST9Lr9B78gT2Hal1SQB1cAAAAD __ ky4cN51smb-
cb8ySS7ZY8d6j39vQ6j9MfFrikkTQqVx -
c40c2eBRZOB5BgKPohRsVBhF7kwFc1@aTurPbC7px-6iFoX2UkOovwP15ggKxeJaa-
S5SwivOOLFa4xW_ORp1ScOdUcFSFEc6sgPmFI10rjE_yU3ZrAJWHQTcgIWyYEp -Li_e3t-
HzUDcorCou7biM9snGKW7tCtypvFrpk3Elhxqpvf9-6VQy9R8VkaPkpJ4ekDiiXA
AjOBGzInqvtAAAAAi81khCNvyhRz_5BpORuomKfPQzqSvjSz1cNeXtzQdMP5cLb-
duKOCK5N7KxDBx1f6ThB9ouq9fENWzOLWR1kvcQ",

"expires_in": 86399

}



Technical alterations reserved.

GEUTEBRUCK GmbH
Im Nassen 7-9 | D-53578 Windhagen

Tel. +49 (0)2645 137-0 | Fax-999

info@geutebrueck.com

www.geutebrueck.com
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